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EXECUTIVE SUMMARY

Industrial cyber security has been a topic of much debate over the last decade. Despite the industry’s

widespread acknowledgement of its significance, cyber security in the industry continues to be an elusive

subject for many. A huge gap exists in understanding the implications of cyber security; however, the subject

has been greatly discussed. Interestingly, the industrial environment is currently passing through a key

phase, where the idea of Internet of Things (IoT) is beginning to pervade all areas of industrial operation.

This ongoing change is poised to expand the complex security needs in the factories of the future.

In an effort to shed light on how the evolution of cyber security is foreseen, this white paper tries to define,

identify, and contextualise security needs in a connected enterprise. This paper’s key intent is to indicate

how the convergence of information technology (IT) and operational technology (OT) will close the gap

between safety and security that currently exists in industrial processes. For this purpose, insights from

new policy initiatives, industry use cases, and possible solutions presently available in the market have

been leveraged. The objective of this endeavor is to emphasize clearly on why we need to move beyond

discussions and approach cyber security as an essential and undeniable condition for a connected

enterprise. 

INTRODUCTION AND CONTEXT 

Industrial revolutions have been epochal events in global history. The invention of steam power in the 18th

century marked the beginning of the first revolution in manufacturing. With steam power, factories that

earlier relied on wind and water power could be built anywhere and not only adjacent to flowing rivers.

Transportation, in particular, stood to gain the most during this period. For the first time raw materials and

manufactured goods could be transported over land, by means other than those powered by humans or

animals. 

The second industrial revolution saw the advent of electric energy-driven mass production, enabling workers

to make copies of products quickly using assembly line techniques. This change in approach helped workers

conveniently send partially completed products through the line so they could work in batches, rather than

having to wait for one person to work on a product from start to finish. With the third industrial revolution,

electronics and computers were used to enable automation, resulting in a highly productive industrial

environment and marking the beginning of the information age. 

In the current juncture, the world is at the cusp of a fourth industrial revolution- one that will be empowered

and catalyzed by the Internet of Things.  This new and upcoming change in industries is also referred as

Industrie 4.0- a term that was first introduced in Germany in 2013 and gained immense popularity

henceforth. At its core, Industrie 4.0 places the idea of cyber-physical production as the means for improving

operational efficiency, productivity, and customization. 
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While Industrie 4.0 is a broad framework for the future of manufacturing, the trend of IoT for Industries is more

comprehensive and indicative of the nature of technological change set to impact global industries.

Exhibit 1: Industrial Revolutions – A Chronology

Source: Frost & Sullivan
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Organizations from the OT and IT sectors are realizing the need for co-optation and are working towards

building common knowledge-sharing platforms. Some prominent initiatives in this space include the

Industrial Internet Consortium (IIC), Plattform Industrie 4.0, and the Smart Manufacturing Leadership

Coalition (SMLC). 

The IIC is an open membership organization that brings together government, academia, and the industry.

The IIC was initially formed by market participants such as AT&T, Cisco Systems, General Electric, IBM,

and Intel. The IIC currently includes more than 2002 top organizations and academic institutions worldwide,

including those in countries such as India, China, and Germany. These organizations specifically focus on

promoting IIoT by identifying potential applications and associated security issues in industries through

three key focus areas: technology, test beds, and security.  

Industrie 4.0, the German initiative for advanced manufacturing, hinges on three sequential and conditional

steps for implementation. This includes the following:

Step 1 - Acquire Digital Records includes the digitization of physical industrial products and process data

through sensors. These sensors are attached to industrial assets and can sense and capture data, while

closely mimicking human sensorial abilities. The technology that allows this fusion is called sensor fusion,

which leverages a microcontroller to combine the individual data packets from multiple sensors, enabling

a holistic view of the overall data collected.

Step 2 - Analyze & Visualize involves the application of analytical capabilities on the raw data collected

from sensors, aided by the use of various data visualization and analytical tools. The serving infrastructure

to this capability is provided by the industrial cloud that can help store the huge volume of collected data

and serve as a platform on which this data can be further processed.

Step 3 - Translate Insights to Action involves the application of derived insights to automate decision

making, resulting in tangible execution or action in the physical environment.
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Exhibit 2: The Cyber-Physical Cycle of Industrie 4.0

Source: Frost & Sullivan

SMLC, on the other hand, is the US initiative for smart manufacturing that places a relatively stronger affinity

towards commercial ICT (information and communication technology). It is a non-profit organization

comprising manufacturers, technology partners, academic institutions, and government agencies. The main

objective of this initiative is to build smart manufacturing enterprises that are fully integrated, knowledge

enabled, and model rich. 

The active role played by such policy bodies indicated here, have been significant in keeping the narrative

on digitalized manufacturing alive. But this does not preclude many formidable challenges that need to be

surmounted. For instance, traditional manufacturing has always involved manual processes, supervision,

and testing; however, with the introduction of IIoT, new, advanced systems are required to be implemented

across various levels of production. In the future, legacy systems have little or no utility in the factory floor

unless they are converted into an entity that can generate value in an IIoT-enabled operational environment.
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devices from automation suppliers are relaying data every second. Only a marginal portion of these
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for storage infrastructure. This in many ways will be a pre-requisite for realizing an IIoT-defined operational

environment that will be driven by data-based decision making. In such a scenario, a cloud-based data

infrastructure is the only possible way for industries to move ahead. 
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The industrial cloud provides the required basis for industrial end-users to store plant data and serves as

a platform where this data can be harvested further. In an industrial cloud, the raw data is turned into

actionable insights through advanced data analytics. Furthermore, the data is processed constantly, and

actionable insights can be generated on the fly in real-time. 

Exhibit 3: Current and Future Benefits from the Converged IT/OT Environment

Source: Bayshore Networks
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Such unforeseen circumstances may result in OT systems crashing, leading to process disruptions, data

corruption, and financial losses. Reliability is thus a very critical factor in an OT environment. It is also one

of the main reasons for the slow pace of technology adoption that the industry has exhibited historically.

Exhibit 4: Growth of the Digital/Physical Threat in a Converged IT-OT Environment

Source: Frost & Sullivan

The conservative nature of the OT industry makes it possible for companies to adopt IIoT applications only
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CYBER SECURITY IN THE INDUSTRIAL LANDSCAPE

With the emergence of the Internet, cyber security has been a widely debated and deeply invested topic in

the IT industry for the last two decades. In contrast, the industrial environment has only recently taken to

cyber security. The topic gained momentum especially after the infamous Stuxnet attack in an Iranian

nuclear facility in 2010. While the Stuxnet event is considered a key inflection point, a broader technical

understanding of the issue is needed to comprehend the overall risks in details. Exhibit 6 provides a list of

most prominent cyber-attacks the industry has encountered since 2000. 

Exhibit 5: Cyber Security—A Key Enabler in the Industrial Enterprise of Tomorrow

Source: Frost & Sullivan
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Exhibit 6: Chronology of Industrial Cyber Attacks

The number of cyber attacks on industries and commercial IT networks has seen a marked increase in
terms of both frequency and intensity over the last five years.

Source: Frost & Sullivan
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Legacy ICS systems were designed as isolated best-of-breed solutions with little or no apparent connection

to the external environment. However, with the introduction of IP-based communication, isolated control

networks began to expand and cross traditional boundaries. The unchecked nature of this expansion has

now made it possible for potential third-party intrusions to disrupt ICS through the Internet. Some examples

of at-risk ICS systems are programmable logic controllers (PLC), supervisory control and data acquisition

(SCADA), distributed control systems (DCS), and intelligent electronic devices (IEDs) (used specifically in

the power industry).

In many ways, the Stuxnet event was a wake-up call to an impending industrial need that required industry

acknowledgement and planned investment. This attains a greater significance with the increasing

complexity and intensity of cyber-attacks that is expected in the future. Exhibit 7 indicates how cyber-attacks

have evolved over the years and what the industry is likely to see in the years ahead.

Exhibit 7: Evolution of Cyber-Attacks

Source: Frost & Sullivan
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THE DIFFICULTY IN DEFINING INDUSTRIAL CYBER SECURITY

Defining cyber security, however, has been a major challenge for the industry. Industrial cyber security is

primarily about the coming together of the principles of safety from the OT environment and the ideals of

security from the IT environment. A lack of clarity in this aspect has made it difficult for end users to

understand and identify security as a critical issue that needs systematic investment. The advent of IIoT

and digitalization within manufacturing has been helpful in driving a need for clarity on this subject.  In this

regard, the IIC - a key organization on IIoT that we discussed earlier- has come out with a common industrial

security framework called the Industrial Internet Security Framework (IISF). The IISF was designed to

enable the convergence of IT’s and OT’s trustworthiness and sets the architectural framework and direction

for the Industrial Internet. The IISF emphasizes the importance of the five characteristics of IIoT: safety,

security, reliability, resilience, and privacy. 

Trustworthiness for the OT environment implies safety, reliability, and availability of services at all times

during the day. This trustworthiness is more about securing the physical safety of the plant under lock and

key. On the other hand, trustworthiness for the IT environment implies securing the plant’s assets, network,

and the data generated by these connected devices. The onus of trustworthiness is higher on the IT

environment where the downside of security is very high. With the convergence of these two environments,

the definition of trustworthiness has converged as well.

Exhibit 8: Converging IT and OT Trustworthiness in IIoT

Source: Industrial Internet Consortium
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In addition, the IISF framework would help manufacturers keep track of risks, assessments, threats, metrics,

and performance indicators that guard the security of their organizations. To date, safety has been the first

priority in the OT world that includes the safety of human life, plant facilities, and the operating environment.

Following safety, reliability and resilience are other related priorities for industrial end-users. Given that

current OT systems are not connected, security has not been in the radar of most end-users. In contrast in

the IT world, security, privacy, and reliability are extremely important to IT systems. Safety is rarely an issue,

and resilience is more of a priority for cases where business continuity is critical.

The IISF comprises the following components, each addressing the different needs and aspects of security

for IIoT:

• Introduction of key system characteristics for IIoT and examination of the requirements that make these 

systems trustworthy.

• Identification, communication, and management of risks associated with security, along with the 

assessment approach for the security of organizations, architectures, and technologies.

• Definition of best practices for safeguarding endpoints, communication, connectivity, configuration 

management, and monitoring

Apart from critical IT and OT data, the smart industrial infrastructure (and the environment built around it)

is prone to external security threats as well. For example, data centers increasingly use smart infrastructure

such as heat, ventilation, and air conditioning (HVAC) equipment; power conditioning; video security; and

fire safety systems, all of which are prone to cyber-attacks. These systems are vulnerable points in the

industrial infrastructure that can allow black hats to infiltrate an enterprise’s confidential data. These attacks

could occur either through employee negligence or through intentional damage.

EXAMINING THE CYBER RISK GAP: THE END-USER PERSPECTIVE 

The common notion that industrial assets are immune to cyber-attacks if parts of them are isolated from

the Internet (or other vulnerable corporate networks) is no longer practical in a hyper-connected enterprise.

Although total air gapping of an industrial network is possible, there are several reasons why this may not

be a reliable security measure for industrial enterprises. For example, Wi-Fi, Ethernet ports, and USB ports

present vulnerable attack surfaces. File transfers between the company and outsiders are inevitable as a

hacker can infiltrate the organization’s network by installing malicious software through such file transfers.

An increasing number of companies are encouraging their employees to adopt the bring-your-own-device

(BYOD) trend; however, the probability of a cyber-attack through compromised personal devices is high.

Even if an industrial network is completely air gapped, it is still vulnerable to potential threats from accidental

or intentional damage from its internal workforce. The only way to control this internal attack vector is by

continuously monitoring the network and by implementing rigid access control mechanisms.
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Exhibit 9: Cyber-Attacks—Types and Motives

Source: Frost & Sullivan
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Even though attacks are spread across the manufacturing industry, data suggests that energy organizations

are more prone to these attacks, which have become more sophisticated over the years. At least 75%4 of

companies in the oil and gas and power sectors have experienced one or more successful attacks in the

past year. More than 15%5 of cyber-attacks come from the energy sector. In the past, the energy sector

has been targeted in the form of attacks such as Stuxnet, Duqu, Shamoon, and Night Dragon.

Exhibit 10: Internal and External Challenges That Plague Critical Infrastructure

*1 MM = 1,000,000 USD

Source: Frost & Sullivan, HP Enterprise
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Case Example - Ukrainian Power Grid Attack, December 2015 / December 2016

The cyber-attack on the Ukrainian power grid caused a massive power shutdown, affecting a large number

of consumers in western Ukraine. The organized attack was carried out with the intent to create maximum

disruption. The malware used was directed at the ICS and employed several infiltration techniques such

as spear phishing, malware-carrying software documents, and BlackEnergy 3. Gaps in security had arisen

from the availability of a company’s internal information online and a failure in implementing a two-step

authentication framework on its VPN. Despite power returning within a few hours, destructive programs

destroyed a great deal of valuable data. Exactly a year later, in December 2016, the Ukrainian power grid

was once again suspected to be hacked, leaving the entire city of Kiev in darkness. The attack was

suspected as a result of external interference through the data network

An increasing dependence of automotive on technology has opened avenues for cyber threats,

predominantly in the motor vehicle industry. Advancements in automotive capabilities continue to forge

ahead with connected and driverless vehicles. With an anticipated boom in automotive manufacturing, the

incidence and risks for cyber threats is certainly poised to increase in the coming years. 

Exhibit 11: Potential cyber-threats in a connected car

Source: Frost & Sullivan
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It might take several years for manufacturers to actually assimilate a strong security culture within the

organization. Increasingly, auto manufacturers are also turning to external security researchers to help

identify vulnerabilities ahead of hackers. Tesla, for instance, launched a “Bug Bounty” program to motivate

external security researchers to identify weak links in their system. 

The pharmaceutical industry is a treasure trove of information that is extremely sensitive and confidential

from a business standpoint. Nothing is more vulnerable than the formula of a new drug or highly sensitive

patient information. Stolen intellectual property, drug formulae, R&D data, trade secrets, corporate

strategies and merger and acquisition information details can literally destroy a pharmaceutical company. 

Customer Data Theft in a Niche Pharmaceutical Company, 2015

A big pharma company had a database of more than 50,000 customers compromised by a hacker who

demanded a ransom and threatened to sell the data on a common forum to the highest bidder. Cyber-attack

techniques such as SQL injection were used to conduct this attack. The compromised data included details

such as customers’ personal information and DEA numbers. A failure to adopt appropriate encryption

techniques was found to be one of the main reasons behind this attack

It is therefore not surprising that pharmaceutical is among the top 3 industry verticals prone to cyber-attacks.

Cyber-attacks on the pharmaceutical industry have increased at a faster rate than other industries.

According to recent reports, investments in research and development continue to be the mainstay for

major pharmaceutical companies. In 2015, the industry spent $92 billion7 dollars (OECD, 2015) on R&D

alone. According to Frost & Sullivan research, more than two-third of the pharmaceutical industry has

suffered severe data breaches while the rest have had the experience of being hacked at least once.

Interestingly, cyber threats in a pharmaceutical enterprise are more internal than external. More than two-

thirds of recorded IP thefts involve company insiders and not external hackers. Driven by opportunism,

revenge, greed or competitive advantage, these insiders exploit their positions to gain access to the

company’s digital assets. Organizations should actively do their part in securing their digital assets. This

can be achieved to a certain extent by educating employees on security and other protocols and ensuring

convenient ways for employees to report suspicion. Manufacturers would need to ensure adequate

protection of proprietary information and regularly monitor computer networks for suspicious activity.

Companies would also need to ensure access to security measures, tools and frameworks for their

personnel and ensure that access to company data and the network is revoked for any employee who has

left the organization.

Pharmaceuticals must take suitable precautionary measures to protect themselves from cyber-attacks.

They should take key steps in identifying potential vulnerabilities in their system and put in place appropriate

security measures and policies. A proper response plan and sufficient foresight into how they would handle

a potential cyber-attack needs to be in place. Business planning also would need to include a review of

internal insurance policies to check to see if this also includes coverage for cyber-attacks. 
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The deeper analysis on the industries of automotive and pharmaceuticals in this section is, but a limited

reflection of the cyber security scenarios that plague the manufacturing world. It is possible for us to make

such similar analysis on multiple industry verticals. The larger message that we will eventually come to

reach is that cyber-attacks are a reality and there is a dire need for all industrial customers to attend to it

urgently.

GETTING STARTED WITH INDUSTRIAL CYBER SECURITY

The growing significance of industrial cyber security is a consequence of several security breaches that

could happen in a manufacturing environment. These include incidents such as denial of access to systems

(DDoS attacks), loss or manipulation of data, large scale disasters that could have a negative impact on

the environment and impaired systems and networks. All these security breaches could result in loss of

control over production which in turn could lead to revenue loss and damages to brand reputation.

Before applying industrial cyber security within a plant unit, it is imperative that companies understand the

different layers of security that need to be applied in order to completely protect a manufacturing plant. In

here, we would like to delve on the method of “Defense in Depth” or the “Castle Approach”. The Defense

in Depth philosophy is aimed at securing multiple aspects of a plant including personnel, procedural,

technical and physical. The various layers of security controls include government policies and security

frameworks, physical, network, system, application, and data layers as indicated in exhibit 12.

Exhibit 12: Defense in Depth security model

Source: Frost & Sullivan
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Adopting defense in depth involves a sequential and conditional approach. The different levels of security

adoption include the following. 

1. Security measures at the administrative level
These include the laws, regulations, policies, rules and guidelines that govern the informational security

practices of the organization. Manufacturers looking to adopt cyber security should look at understanding

in detail the cyber security laws and frameworks governing the specific region where the organization is

operating. 

Common Misconceptions about Cyber Security

• It will not happen to me. •   Antivirus and firewalls are sufficient.

• Not all end points require protection. •   End-point security cannot provide 

For instance, the Department of Homeland Security (DHS) has recently issued strategic guidelines that

emphasizes on IIoT security. As a mushrooming number of connected devices are increasingly being relied

upon by the national critical infrastructure, securing these systems has become a major priority.

Manufacturers can adopt these principles as they design, manufacture and use connected systems. These

guidelines are extremely important to help industrial enterprises make informed security decisions. The

main high-level principles as defined by the DHS include the following:

a. Incorporating security at the design phase - With an intention to maximize profits in less time, 

manufacturers fail to suitably secure their systems and processes. This leaves room for black hats to 

manipulate information in the network. The guidelines set by DHS however instruct manufacturers to 

incorporate these principles of cyber security right from the design stage. 

b. Enable security updates and manage vulnerabilities - Legacy industrial machines are still prone to 

attacks. These vulnerabilities can be addressed by thorough patching, delivering security updates 

and effective management of vulnerabilities.

c. Employ proven security best practices - Proven and tested security best practices can be the starting 

point for implementing effective security measures in IT and OT environments.

d. Prioritize security according to impact - Risks arising from cyber threats and the corresponding counter 

measures vary with the kinds of things being connected to the internet. These security measures 

would need to be prioritized based upon the intensity and nature of the potential impact.

e. Promoting transparency - Increased transparency and visibility into plant processes can help 

determine where and how to apply security measures.

f. Careful consideration of connectivity - Industrial enterprises should carefully analyse their businesses 

and understand whether continuous connectivity is needed considering the risks associated with 

connectivity.
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2. Security measures at the plant (physical) level
Plant security measures can help companies build and maintain a positive reputation among their
customers. Improved plant security is also synonymous with improved productivity as it helps prevent
unwanted theft or loss of data. This in turn can help in expanding business opportunities. At all times,
manufacturing organizations are required to secure the physical aspects of their plant facilities including
identifying and monitoring individuals who enter and leave the plant premises. Organizations also need to
keep track of movement of industrial assets across the plant floor and supply chain and control access to
sensitive areas within the plant facility. They also need to be constantly alert by optimizing response time
to potential threats and alarms.

3. Security measures at the technical level
This includes technology components of a cyber-security system that helps in securing connected assets.
These include security measures such as firewalls, anti-virus, data encryption, data back-up, user rights
management etc. Many IT security vendors offer endpoint protection solutions, but not all of them offer
comprehensive security to ICS endpoints and networks.  For industrial end-users, any attack on the ICS
could mean downtime and hence loss of business. The increasing complexities and intensity of cyber-
attacks is driving the need to not just prevent a possible attack, but also to sufficiently predict and pre-empt
an attack. In addition, the convergence of IT and OT further necessitates a demand for security solutions
that can be applied to legacy infrastructures as well. 

INDUSTRIAL CYBER SECURITY- THE VIEWPOINT OF BAYSHORE NETWORKS 

The increasing digitalization of industrial assets is driving the market for industrial cyber security. Popular
industrial cyber security software provider Bayshore Networks has been rapidly advancing in this area, and
has emerged as a very prominent player in this space. The company’s IT/OT Gateway is designed to protect
industrial assets in converged IT-OT environments. It currently provides cyber security to several global
industrial enterprises and delivers pre-emptive visibility into their OT networks.

Among other security features, the Bayshore gateway performs deep content inspection, granular filtering
of network flows, and policy building and enforcement. It also detects, parses, and segments industrial
protocols. 

Threats to OT are fundamentally different than traditional threats to IT security.  Threats to the OT
environment can affect aspects such as workforce safety, production downtime, and process disruptions
and even inflict physical damage to the plant and assets. Traditional IT security technologies, such as
firewalls, were not designed to protect OT environments. The IT security technologies’ lack of industrial
domain knowledge is one of the major cultural challenges faced by traditional cyber security firms looking
to secure industrial assets. 

Today’s enterprise IT security technologies lack the ability to scale to support huge networks of OT
machinery. Furthermore, IT technologies lack the ability to conduct the granular deep packet inspection
required to enforce OT policies. They also lack the ability to customize safety and security policies based
on established standards and known threat intelligence.  In short, IT security technologies are unable to
protect machine transactions, which is the common vector for OT cyber-attacks. The following is a example
of how these advanced cyber security capabilities can help industrial enterprises overcome potential
security threats in their operating environments.



Exhibit 13: The Bayshore Networks’ Unified Platform for IT/OT Convergence 

Source: Bayshore Networks

The following is an example of how these advanced cyber security capabilities can help enterprises

overcome potential security threats in their operating environments.

Case Study - A large automotive manufacturer employs Bayshore Networks for security and

safety

To combat the rising threats against industrial networks, IT and OT personnel need to collaborate closely.

The measurement for required outcomes and success between IT and OT need to be aligned, considering

security as well as safety from the OT perspective. Vulnerabilities of OT, data centers, building automation,

and other relevant areas need to be assessed, and security best practices need to be implemented

accordingly to address immediate vulnerabilities in the OT infrastructure. These vulnerabilities will need to

be prioritized, and existing security gaps would need to be closed. 

Cyber Security in the Era of Industrial IoT

All rights reserved © 2017 Frost & Sullivan 21

The Solution

Remote users got line of sight access to

assembly line robots to ensure they were

managed safely. The implemented solution also

prevented unplanned outages that arose out of

impactful actions such as human error. In

addition, production issues could be managed

safely and securely through hand-held devices.

The Problem

The manufacturer wanted to create a secure,

remote access to multiple production zones.

This step was intended for managing unplanned

outages remotely which would normally demand

the physical/onsite presence of a skilled

technician. The traditional method was

inefficient, costly and unsecure.
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Industrial enterprises should seek the support of line of business, IT, and senior management to close these

gaps, thus effecting immediate action to put OT security in place, including the capability to track and

analyze the traffic on manufacturers’ networks. Industrials should look at clearly itemizing their connected

devices and establishing stringent baselines for industrial machine behavior. Clear policies need to be set

in place to identify aberrations from the desired outcomes of machine performance.

Third-party views on security from IT/OT security experts such as Bayshore Networks is quite insightful in

this regard. With their experience in IIoT security technology implementations, such experts can help

provide cyber security, safety, and operational policies as well as safeguard plants from potential rogue

programs and threats.

Exhibit 14: Facing Industry Challenges - The Bayshore Approach

Source: Bayshore Networks
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Bayshore’s patented IT/OT Gateway deploys from the cloud, as a virtual machine, or as an on-premise

hardware appliance. The Gateway can protect industrial enterprises from potential cyber-attacks and can

block attacks on OT assets that arise from internal or cloud-based sources. The Gateway can identify in

advance the signs of any targeted or known attacks and provide suitable protective measures.

Bayshore software can suitably provide end-to-end visibility into the OT infrastructure, networks,

applications, machines, and operational processes. The company’s deep content inspection capabilities

can help industrial enterprises detect security flaws across their networks. Bayshore follows a policy-based

approach in securing industrial assets and builds this policy from various sources such as internal research;

customer-set rules; trusted external sources such as ICS-CERT, OWASP, and STIX/TAXII; and established

cyber-attack vendors and service providers.

Case Study - Overcoming Challenges in Securing the Oil and Gas Industry

Security continues to be the topmost challenge in the digitalization of industrial assets; however, the notion

and value of securing these assets differ from organization to organization. As an increasing number of

companies realize the importance of cyber security, they have rising concerns over tapping the return on

investment (ROI) from these implementations. 

Bayshore’s in-depth understanding of the industrial environment and protocols could help enterprises

overcome industrial security concerns and derive benefits that can help improve overall operational

efficiency.

The Solution

• Granular inspection of content and filtering of 

data

• Secure remote access to production zones

• Network and data segmentation and isolation

• Secure policy-based OT automation at the 

process level      

The Problem

• Limited visibility into oil & gas operational data

• Safety and security concerns of industrial data, 

assets, and workforces

• System upgrade management

• Identification of process disruptions
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CONCLUSION 

Industrial cyber security has been growing steadily in perception over the last two decades. Since the

Stuxnet event in 2010, the industry has begun to acknowledge the lack of adequate attention that this topic

rightfully deserves. In its current state, with the advent of new techno-business themes like IIoT, cyber

security is set to take on a new dimension, necessitating a more rigorous and robust approach. 

This white paper highlights how cyber security has evolved over the years and is growing to become the

lynchpin of a connected enterprise. To establish this viewpoint, a holistic content approach has been

pursued that includes shedding light on major policy-led initiatives (e.g., IIC), highlighting key industrial

security incidents, and the changing demands of cyber security in a converged IT-OT scenario.  A key

outcome of this paper is to assert the increasing significance of cyber security for manufacturing and

process industries that are undergoing a new wave of digitalization. In particular, with the advent of

connectivity between devices, assets, processes and people, the boundaries that once separated safety

and security are beginning to blur. Industrial cyber security is thus growing in complexity and becoming an

inevitable strategic necessity for end-users across all industries.

We have also tried to ensure that our analysis in this paper had specific outcomes. As a result, the latter

part of this white paper has been entirely devoted to articulating and exploring the best cyber security

approach that industrial customers need to establish within their operating environments. This involved a

deep dive into the concept of Defense-in-Depth and its implications for a converged IT-OT environment in

the future. In an attempt to further validate and substantiate our analysis, we sought the example of the

security approach from Bayshore Networks. According to Frost & Sullivan, Bayshore’s value-proposition

involves a comprehensive approach to the emerging security needs of the industry. In essence, we firmly

believe that cyber security will finally get its due from the industrial world. The dawn of new digitalization

narratives like IIoT will be singularly responsible for pushing this topic beyond boardroom discussions and

making it a tangible, real and quintessential part of industrial infrastructure in the years to come.
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