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l.l Make regular backups of your key systems
E and data. Data backups ensure that if there
is any data loss or theft, files can be recovered.

Use strong passwords and change them
regularly. When managing a number of
different accounts, passwords should
also vary, so consider using a password
management tool as well.

An insider threat analysis (e.g. from

— employees, ex-employees, contractors etc)
will uncover any potential threats to your

IT infrastructure that come from within

your organisation.

When signing up with a cloud
provider, make sure you know where
your data is stored and all the
security and reliability measures in
place to protect it.

Asking for information or lying your way into an
office to steal access codes - often referred to as
‘Social Engineering’ - is another common attack
vector. You can combat those threats by raising

awareness via training and regular auditing.

An attacker could still reach beyond the
company firewall, resulting in a data breach.
It’s good to have a plan in place for these
events, but also consider protection solutions
for your business such as managed firewalls
and threat monitoring.
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