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Enterprises are

looking toward
new ways of doing
business with 5G
wireless’s greater
capacity and

higher speed.
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The 5G Future Starts Now,

IMAGINE SMART ROADS that can send alerts when
it’s time to plow snow or repair potholes or an elec-
tric grid that knows about and fixes a catastrophic
power failure before it happens. Better yet, think
about a person remotely receiving life-saving sur-
gery from a doctor miles away who uses computing
power and robotics to perform the operation.

In each case, a failure in communication might
be disastrous. But with next-generation 5G wire-
less communication getting closer, faster broadband
wireless speeds and increased capacity will deliver
information better than it can with today’s 4G net-
works. In this issue of Network Evolution, we ex-
plore what companies are doing to be 5G-ready.

A host of network trials, research and develop-
ment of 5G devices, standards and specifications
development, and government policies for 5G infra-
structure buildouts stand between the promise and
the reality of 5G technology. This year, carriers like

2 NETWORK EVOLUTION, FEBRUARY 2018

if You Prepare

Verizon and AT&T are expanding 5G tests in cities
across the U.S. and globally. Verizon is also show-
casing its 5G development during the 2018 Winter
Olympics. In addition, organizations are working
with telecommunications companies to develop 5G
devices and the applications to be used on them. This
is the year for enterprises to sit up and take notice.
Also in this issue, network managers share their
reasons for choosing smaller software-defined net-
working vendors instead of major providers. In ad-
dition, one unified communications expert offers

his tips for consolidating UC features and the pros

and cons of deploying UC across the enterprise. Fi-
nally, in this month’s Subnet, learn about Durham

County, N.C’s, plan to create a more seamless expe-
rience through network automation. m

JEAN DERGURAHIAN
Features and E-zine Editor, Networking Media Group
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2 The promise of broadband

wireless for enterprises gets

a step closer as 506 trials begin

In earnest.

THE FIFTH GENERATION of wireless technology is
moving steadily toward the enterprise, as the tele-
com industry expects the 5G rollout to have a mas-
sive economic impact on how business is conducted
across the globe. As network operators increase
their 5G testing in 2018, and standards organiza-
tions continue to hammer out 5G specifications,
business customers are getting interested in what’s
in 5G for them.

Although 5G wireless technology is still in devel-
opment, network analysts and forward-thinking
businesses are banking on the promise of faster
wireless network speeds and greater capacity.
Telecommunications carriers will continue test-
ing their 5G wireless products and 5G fixed broad-
band services throughout 2018 and hope to begin

CREDIT: BLEND IMAGES-COLIN ANDERSON/GETTY IMAGES
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commercial deployments in 2019, with 5G-enabled
smartphones and devices available by 2021. Overall,
widespread use of commercial mobile 5G services

probably won’t arrive until 2025.

Even though it’s early in the development process,
enterprises can expect 5G to improve productiv-
ity and business efficiency with enhanced wireless
broadband speed and capabilities, according to Will
Townsend, an analyst with Moor Insights & Strategy
in Austin, Texas.

New 5G services for businesses and consum-
ers will roll out in stages, Townsend said. This year,

Fiber infrastructure investment needed over
the next five to seven years for 5G

$130 B to $150 B
v v

SOURCE: “COMMUNICATIONS INFRASTRUCTURE UPGRADE: THE NEED FOR DEEP FIBER,” DELOITTE, JULY 2017.
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some telecom providers plan to pilot precommer-
cial 5G fixed wireless consumer broadband services,
which use wireless network technology rather than
fixed lines.

Currently, telecommunications carriers operate
4G networks that include LTE, LTE-Advanced and
Advanced Pro. At peak 4G speeds, mobile devices
can exchange data from 100 Mbps up to 1 Gbps. New
5G technology promises peak speeds up to 10 Gbps.
That kind of massive improvement in speed over 4G
is the key to unlocking the advantages of 5G wireless
technology, Townsend said.

PREPARING FOR 5G IN THE ENTERPRISE

For industries like healthcare, financial services,
energy and other field-service organizations that re-
quire low latency and high throughput, 5G will make
a significant impact, Townsend said.

Businesses that have specialized communications
requirements, like internet of things applications,
self-driving cars and some manufacturing pro-
cesses, might see benefits from 5G wireless technol-
ogy before others do, according to Sundeep Rangan,
Institute of Electrical and Electronics Engineers


http://searchunifiedcommunications.techtarget.com/answer/How-could-5G-technology-improve-mobile-UC-services
http://searchmobilecomputing.techtarget.com/definition/4G
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fellow and associate professor at the New York Uni-
versity Tandon School of Engineering. “If 5G can be
combined with other teleconferencing technologies,

particularly virtual reality and augmented reality,

we may see a dramatic improvement in business

communication.”

Some enterprises starting to prepare for 5G wire-

less technology are appointing C-suite leaders and
other IT managers to look at the internet of things
and other potential applications that can take ad-

vantage of 5G capabilities, Townsend said. Having

someone focus on the technology and study 5G right

now is the best way to prepare, he added.

One business embracing 5G readiness sooner

“If 5G can be combined with
other teleconferencing
technologies, ... we may see
a dramatic improvement in
business communication.”

—Sundeep Rangan, New York University
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than others is Odessa Medical
Center Health System, based
in Odessa, Texas, a 28-facil-
ity organization with a staff of
more than 2,250. The medical
center has 5G on its radar as
something for the future, ac-
cording to IT director Brad
Shook. To prepare for 5G wire-
less technology, the medical
center that serves a 17-county

THE SUBNET

region upgraded its wireless network in 2016. The

medical center saw the need at that time to prepare
for 5G, Shook said. When 5G devices are in use, the
Odessa network will be able to support them.
Increased bandwidth and speed will help hospi-
tal departments like radiology, for example, which
sends massive amounts of data to its picture ar-
chiving and communication system, Shook added.

One big advantage of 5G is its support for network
slicing, where operators can partition a single 5G
network into several isolated virtual slices for its
enterprise customers, each slice serving a different
business service, Townsend said.

Telehealth increasingly is used to connect physi-

cians to patients in remote locations, for example.

Telesurgery requires low-latency, high-speed con-
nections that are available in real time. Eventually,
a hospital will be able to use 5G to slice its networks,
Townsend said. One slice could manage telesurgery,
sending massive amounts of video data to a remote
location, for example, while another slice could be
supporting more routine work at a nurse’s station or
a hospital’s wireless guest access to ensure its other
business segments have separate and secure virtual
network slices of their own.


http://internetofthingsagenda.techtarget.com/definition/Internet-of-Things-IoT
http://searchnetworking.techtarget.com/feature/Odessa-Medical-moves-to-the-dark-fiber-network-side
http://searchhealthit.techtarget.com/definition/picture-archiving-and-communication-system-PACS
http://searchhealthit.techtarget.com/definition/picture-archiving-and-communication-system-PACS
http://searchhealthit.techtarget.com/feature/Telehealth-technologies-help-save-healthcare-organization-46-million-and-more
http://searchhealthit.techtarget.com/feature/Telehealth-technologies-help-save-healthcare-organization-46-million-and-more
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Specification and technology
refinement, field tests, limited fixed
5G deployments

5G’s Estimated
Timeline

OPERATORS ADVANCING ON 5G
Network slicing is only one component of the new
service-based architecture taking shape through 5G

standards development, according to the 3rd Gener-
ation Partnership Project (3GPP). The 3GPP brings
together seven standard development organizations
to create specifications for cellular telecommunica-
tions network technologies.

Inlate 2017, 3GPP announced a new 5G ser-
vice-based model for network operators. The or-
ganization said the model adopts principles like
modularity, reusability and self-containment of

2018 2020

%

Expanded mobile 5G services around
augmented and virtual reality,
immersive video applications

network functions and was chosen so deployments
will be able to take advantage of the latest virtualiza-
tion and software technologies. The greater agility
from the model will help operators respond more
quickly to their business customers’ needs, accord-
ing to the 3GPP.

The organization plans to deliver more 5G specifi-
cations in June 2018.

In addition to the standards work, Verizon will
continue testing 5G networks, expanding to 11 major
metropolitan areas this year, and plans to demon-
strate the capabilities of 5G wireless technology at

2023 to 2025
Widespread adoption globally

2019
Rollout of mobile 5G services in major
markets, expanded fixed 5G deployments

SOURCES: 3GPP, DELOITTE, GARTNER, MOOR INSIGHTS & STRATEGY, FARPOINT GROUP, TELECOMMUNICATIONS INDUSTRY REPORTS
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|

2021

Anticipated 5G network support for
latency intensive services


http://www.3gpp.org/news-events/3gpp-news/1930-sys_architecture
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in internet traffic through 2020
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the 2018 Winter Olympics in Pyeongchang, South
Korea.

Forits part, AT&T has expanded its 5G fixed wire-
less tests to include Magnolia, a home and lifestyle
brand at its shopping location called the Silos in
Waco, Texas. AT&T is testing millimeter wave spec-
trum to distribute connections throughout the loca-
tion via Wi-Fi. It will also test 5G radio and antenna
prototypes and is using AT&T FlexWare, its network
functions virtualization product, as the router for
the 5G network. AT&T said it hopes faster wireless
speeds will benefit employees who use mobile point-

of-sale devices and wireless devices to manage back-
office operations, in addition to consumer shoppers.

Many trials have to be completed before network
operators make 5G services com-
mercially available. In addition to
pilot projects and standards devel-
opment, federal and state access
regulations and local permitting
have to be established that allow
telecommunications companies
to install more fiber. Additional

SOURCE: “COMMUNICATIONS INFRASTRUCTURE UPGRADE:

THE NEED FOR DEEP FIBER,” DELOITTE, JULY 2017

fiber is needed to meet the data
demands that will come with 5G,
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according to Tom Nolle, president of CIMI Corp., a
consulting firm specializing in telecommunications
and data communications.

The need to install fiber closer to the consumer’s
location, where connections could be completed by
5G wireless connections, explains why new capacity
isrequired, Deloitte wrote in its July 2017 commu-
nications infrastructure upgrade report.

For now, telecommunications carriers and opera-
tors are bearing the brunt of 5G investment. Even-
tually, businesses will have to consider spending on
fiber upgrades and other physical equipment to up-
grade to 5G. But IT managers aren’t yet making stra-
tegic commitments to 5G products or services they
can’t even buy yet, Nolle said. “It’s too far out.”

FUTURE OF 5G
Users’ capacity for data consumption is at the heart
of the 5G issue.

With mobile devices being used to access more

data, 5G could have the greatest impact in the en-
terprise data center, according to Craig Mathias,
principal with Farpoint Group, a wireless and mo-
bile advisory firm in Ashland, Mass., adding that 5G


http://searchtelecom.techtarget.com/definition/millimeter-wave-MM-wave
http://searchsdn.techtarget.com/definition/network-functions-virtualization-NFV
http://searchsdn.techtarget.com/definition/network-functions-virtualization-NFV
http://searchtelecom.techtarget.com/tip/Promise-of-5G-wireless-evolution-dazzles-but-is-cost-justified
http://searchtelecom.techtarget.com/tip/Promise-of-5G-wireless-evolution-dazzles-but-is-cost-justified
http://searchnetworking.techtarget.com/tip/Next-gen-5G-wireless-technology-means-capacity-is-key
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wireless broadband services will be able to handle a
variety of traffic demands and applications. Still, the
ramp up of 5G adoption probably won’t start until
2023, he added. Because organizations have differ-
ent time frames and strategies, 5G implementation
isn’t one-size-fits-all.

Eventually, organizations will have to contend
with the data demand from 5G-equipped devices,
which will put a strain on data centers. But higher
wireless capacity will lead to far fewer bottlenecks

8 NETWORK EVOLUTION, FEBRUARY 2018

from more demands on the data center, he said.

As the business cases for 5G evolve, enterprises
will find new ways to take advantage of 5G wireless
technology. Eventually, if telecommunications car-
riers can achieve true 5G ubiquity, 5G could some-
day replace Wi-Fi all together, Townsend said.

In the meantime, enterprises can consider in-
creased fiber and 5G device investments and pre-
pare for staged rollouts of fixed 5G wireless services,
followed by mobile cellular services. m
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MICROSOFT SLACK OTHER
HEAMS CISCO SPARK SYMPHONY

Enterprises Buy SD-WAN for These Top Five Reasons
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Federal Spending
on IT Increases
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2 Some enterprises find savings

with smaller players rather than

the market leaders.

WHEN IT COMES to software-defined networking,
there’s VMware’s NSX, there’s Cisco’s Application
Centric Infrastructure and then there’s everything
else.

Included in “everything else” is a number of SDN
providers that enterprises continue to find attrac-
tive. As organizations consider their SDN options,

they should look into what those smaller vendors
have to offer.

The benefits of using the bigger SDN providers
are that they are focused on security and features
like automated configuration and policy manage-
ment that can scale across large enterprise net-
works. But the smaller players can also offer cost
savings and flexibility that appeal to small and mid-
size businesses, according to network professionals.

To prove the point, the need for greater agility
drove U2 Cloud LLC, an IT company that provides

CREDIT: SPAINTER-VFX/GETTY IMAGES
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desktop as a service to government, financial ser-
vices and commercial clients, to consider different
options for building its network infrastructure, ac-
cording to Pete Valentine, executive vice president
for the company, based in Green Cove Springs, Fla.

U2 Cloud already uses a VMware environment,
Valentine said, but when the company began look-
ing at SDN providers four years ago, VMware’s NSX
network overlay product wasn’t yet mainstream. In-
stead of going with VMware automatically, the com-
pany’s primary choices were Cumulus Networks or
Big Switch Networks Inc.

Big Switch won because U2 Cloud liked the way
its operating system could be integrated into its

VMware environment, Valentine said.

“We like that we can use an engineer [trained on
VMware] to run this system,” Valentine said. Big
Switch’s software enables U2 Cloud to create its own
policy and security settings and gives the company
more visibility into the network to see the logs and
know where each packet has gone, he added.

Cost was also a big motivator. Valentine said a
traditional proprietary switch with the vendor OS
running on it costs around $40,000, but U2 can
buy a white box switch for $6,000. The white box
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approach also provides flexibility in terms of how
much microsegmentation his smaller organization
really needs.

“I don’t need to put that ramped-up security with
only 10 to 15 users,” Valentine said.

SDN PROVIDERS THINK INSIDE THE WHITE BOX
Developing flexible protocols and software that
lets network managers mix and match traditional
switches from any vendor was the original goal of
SDN, according to Dan Conde, an Enterprise Strat-
egy Group analyst.

Asvarious elements of SDN hit the market over
the last several years, many businesses found that
running an open, separate operating system from
SDN providers, like Cumulus Networks—which
works by replacing proprietary switch interfaces
from large, legacy switch vendors with common
Linux interfaces—and Big Switch Networks on
commodity white box switches, offered flexibility
and cost savings. For network managers who still
wanted to purchase a networking product from a
single vendor, Arista Networks took a different SDN

approach, providing both commodity-style switches


http://searchsdn.techtarget.com/feature/White-box-switches-save-green-but-they-arent-for-everyone
http://searchsdn.techtarget.com/definition/white-box-switch
http://searchnetworking.techtarget.com/news/450413301/Arista-Networks-revenue-rises-while-rival-Cisco-stumbles
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based on so-called merchant silicon chips and pro-
prietary network software.

Networking customers have started to re-
spond to these new trends, pointing out that many

|
How Enterprises Define SDN

SEPARATE CONTROL
AND DATA PLANE

DON’T KNOW
NETWORKING FUNCTIONS
DELIVERED AS VIRTUAL

WHITE BOX SWITCHING APPLIANCES OR VIRTUAL

WITH SEPARATE SOFTWARE MACHINES
NETWORK OS
NETWORK FUNCTIONS
VIRTUALIZATION (NFV)
CENTRALIZED NETWORK

CONTROLLER

APPLYING POLICY TO
NETWORK’S BEHAVIOR

AUTOMATION AND
PROGRAMMARBILITY
CAPABILITIES

OVERLAY NETWORK
ON TOP OF PHYSICAL
NETWORK

RUN NETWORK
ON COMMODITY AND
X86 HARDWARE

SOURCE: 2017 NETWORK MODERNIZATION TRENDS, ESG RESEARCH, JULY 2017. N=300
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networking devices and software from Cisco and the
other incumbents now run on commercial off-the-
shelf chips, including x86 chips and other merchant
silicon, as opposed to more expensive, custom, pro-
prietary chips.

That said, enterprises are conservative and have
been largely unwilling to try a white box switch and
install a disaggregated network OS on it, primarily
because they don’t know who to call, the hardware
or software company, if something breaks down,
Conde said.

So while firms like Cumulus and Big Switch have
blazed the trail with separated operating systems
and switches, their business model isn’t mainstream
in the enterprise yet, largely because networking
customers still prefer to purchase a networking
switch and hardware from a single vendor, Conde
said.

“The tricky part is that white box switching is
more than x86—you need to put on a network pro-
cessor, so you can’t just convert a plain server into
anetwork device,” Conde added. “That’s why white
box switches include a CPU and some network pro-
cessing power based on Broadcom processor chips.”

Vendors like Arista have successfully integrated


http://searchsdn.techtarget.com/news/450432062/Biggest-SDN-and-SD-WAN-news-and-trends-of-2017
http://searchsdn.techtarget.com/news/450432062/Biggest-SDN-and-SD-WAN-news-and-trends-of-2017
http://searchwindowsserver.techtarget.com/definition/x86
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merchant network processors and software into one
box, Conde said. Over time, traditional network ven-
dors have also adopted merchant silicon, like Cisco
did in its Nexus 9000 series switches.

STREAMLINED OPERATIONS
The allure of white box switching to modernize its
network led SaaS company LogicMonitor Inc. to

look at Cumulus Networks’ SDN product. The com-
pany, based in Santa Barbara, Calif., developed a SaaS
application to monitor enterprise IT and needed a
network infrastructure that could be as fast and agile
as the applications it delivered to customers.

In the past LogicMonitor ran multiple network
devices, each with its own operating system, feature
set, and licenses, LogicMonitor network engineer
Andrew Martin said. Managing the different devices
was time-consuming and expensive. Having one OS
through Cumulus streamlined its operations.

“If we need to spin up 20 racks in a hurry to meet
demand, we didn’t want to have to deal with four
separate vendors, each one with a different license,
possible bugs and configuration disparities,” Martin
said. “With Cumulus, we now have one operating

13 NETWORK EVOLUTION, FEBRUARY 2018

system and don’t have to worry about four or five
different configurations.”

The basic function of a switch is to enable net-
worked devices to talk to each other efficiently,
Martin said. By running Cumulus over white box
switches, LogicMonitor saves significant money on
switching and licensing costs. The company also re-
duced labor costs because it can cross-train its engi-
neers to operate the Cumulus operating system.

“Another big benefit is that Cumulus is built over
Linux, so our engineers can do automated configu-
rations and policy management with tools like Pup-
pet and Ansible,” Martin said. LogicMonitor can
utilize its existing staff to help get tasks done be-
cause utilizing tools like Ansible eliminates the need
to train employees on vendor-specific configuration
interfaces, he added.

The software-based networking options offered
by Cisco, VMware and other vendors to improve
network efficiency are enough to keep enterprises
interested in being part of the evolution of SDN.
Where the larger players can offer advanced secu-
rity and features, the cost and flexibility offered by
smaller SDN providers continue to be attractive al-
ternatives for organizations. s


http://searchitoperations.techtarget.com/news/450424478/DevOps-tools-training-sparks-IT-productivity
http://searchsdn.techtarget.com/news/450420664/Cumulus-launches-NetQ-to-monitor-networks-built-on-its-SDN-software
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Networking Trends to Watch

The power of data processing is strongest when it’s close to the source.
This digital transformation will lead enterprises to take a decentralized
approach to their infrastructure.

Edge
computing

Intent-based
networking
(IBN)

By 2020, more than 1,000 large enterprises, up from 50 in 2017, will use IBN
to design high-performing, automated networks.

Hybrid Data centers are giving way to a mix of on-premises, colocated, hosted, Cybersecu rity
infrastructure and public and private cloud infrastructure all focused on driving
management business services and outcomes faster and more efficiently.

of IT staff, by 2021, will be generalists, holding multiple roles, most of which
will be business- rather than technology-related.

14 NETWORK EVOLUTION, FEBRUARY 2018 CREDIT: INUENG/VECTOR STOCK
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Tricks of the Trade: Streamlined

Enterprise Collaboration

BEFORE TOOLS FOR enterprise collaboration were
mainstream, employees largely used stand-alone
applications like telephony, email, messaging and
chat applications, and video and audio conferencing.
That was the norm in the absence of a single collab-
orative environment. While there were natural in-
efficiencies in cost and workflows, employees were
reasonably productive, and they were not clamoring
for more efficient collaboration tools.

But the ongoing availability of new communica-
tions tools and features—many of which are free—

offers end users multiple options to choose from,
which can lead to overlapping features. If anything,
this is making collaboration more challenging.

With so much duplication among communica-
tions tools, IT needs a plan, especially if companies
want to deploy unified communications (UC) to im-
prove collaboration across the enterprise.

15 NETWORK EVOLUTION, FEBRUARY 2018

HOW TO CONSOLIDATE AND COLLABORATE
The value proposition for UC has always been dif-

ficult to articulate, mainly because it doesn’t solve
a specific problem or replace a tool already in use.
Employees already use multiple tools for enterprise
collaboration. So the starting point for UC is to con-
solidate them into a unified environment and pro-
vide a more effective way to use those applications.
Furthermore, UC can be the impetus for end us-
ers to stop using multiple versions of one communi-
cations tool—chat programs, for example—and use
only the version that integrates seamlessly with all
the other UC applications. This integration is really
the foundation of UC’s value proposition, so under-
standing the rationale is essential when building a
business case. If your organization is analyzing a UC
strategy, check out the following benefits and chal-
lenges of moving to an integrated system.


http://searchunifiedcommunications.techtarget.com/feature/Team-collaboration-apps-can-help-streamline-communications
http://searchunifiedcommunications.techtarget.com/feature/Team-collaboration-apps-can-help-streamline-communications
http://searchunifiedcommunications.techtarget.com/news/450419886/Cost-of-collaboration-systems-unknown-for-many-IT-pros
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Collaboration
Tool

Consolidation
The pros and cons

of consolidating
collaboration tools

=\

\——"

T

PROS CONS

Common interface
Smoother workflows come with everyone using the
same tools with a common interface.

Cost-efficient
Consolidated tools features are easier and more
cost-efficient for IT to manage.

Easier management
Consolidation provides streamlined app management,
security and OS compatibility.

Consistent experience
Consistent user experience better supports remote
workers.

Complexity
Complex UC platforms reduce employee use, drive
workarounds.

ROI vs. total cost of ownership
Hard-dollar savings rarely support UC business case;
it’s difficult to prove app consolidation savings.

End-user adoption
Employees need to see a clear benefit to collaboration
app or they won’t embrace it.

BEST CONSOLIDATION PRACTICES

Your initial objective will be to consolidate the use
of stand-alone applications into a common plat-
form, and, from there, the benefits should emerge
quickly. By providing a better collaboration expe-
rience, end users will have less reason to keep us-
ing multiple forms of the same application, thus
streamlining both their desktops and network de-
mands. Consider these high-level strategies when
consolidating collaboration applications:

16 NETWORK EVOLUTION, FEBRUARY 2018

Ensure the tools for enterprise collaboration are
easy to use. Without that, established employee
patterns will be hard to change, and, most likely,
staff will keep using the same mix of multiple ap-
plications that aren’t integrated. Test different
vendor platforms with a cross-section of employ-
ees before purchasing.

IT should drive the move away from consumer-
grade applications because lower-quality features

CREDIT: INUENG/VECTOR STOCK
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and potential security risks could be detrimental
to the enterprise.

Messaging to employees should focus on the idea
that they will have better collaboration results
when everyone is using the same set of applica-
tions and only one form of each. To reinforce this,
vendors should be able to provide case studies
from successful UC deployments.

Identify employees to champion the use of UC
across the organization. One driver that should
resonate with employees is the flexibility of UC,
especially for customizing the applications. Once
the user experience has been customized, employ-
ees will have less reason to use other variations of
each application.

Gamification represents a different approach

that may be well-received. With a bit of creativity,
employees might find this to be an intuitive way

to adopt the UC model, track success metrics for
working more efficiently and perhaps even earn
rewards for streamlining the use of multiple appli-
cations. For the IT department, this could provide

17 NETWORK EVOLUTION, FEBRUARY 2018

some cool cachet to show it speaks the business

language.

VENDOR FLEXIBILITY

Perhaps the best validation of this consolidation
trend comes from the enterprise collaboration
vendors, and how they’re adapting to changing
market conditions. Vendors have shifted their value
proposition focus away from cost savings, which
was always dubious, to the ability of UC to impact
business outcomes. They have learned that strategic
business value is a better selling point with manage-
ment than everyday cost reduction. When deployed
properly, UC can really deliver.

With that in mind, vendors have diversified their
offerings to address various scenarios for busi-
nesses. In more static settings where telephony and
email are the dominant applications, conventional
UC products tend to work best. In more digital-
friendly environments, however, especially mobile
ones, conventional tools for enterprise collabora-
tion have been jettisoned in favor of messaging
and video-centric applications. Both types of of-
ferings operate on the same principle of unifying
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applications into a common environment, but the
mix will be different for each.

This is an important strategy for vendors to dif-
ferentiate, as they know that tools for enterprise
collaboration don’t fit a one-size-fits-all model.
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Not only do they need to provide the right offering
for each customer, but they want employees to use
their applications to the fullest extent possible so
customers have less reason to use similar offerings
from their competitors. m
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Durham County Builds Network

Automation Into Its DNA

How DO FOUR engineers become network manage-
ment rock stars? According to Seth Price, the senior
network engineer for Durham County, N.C,, the road
to fame means removing complexity, increasing
network automation and shifting management to a
single controller to enable an efficient and seamless
network experience for users. That’s the goal as he
redesigns the county’s network.

Durham County government includes 2,000
employees who use the network to provide support
services for more than 280,000 residents. A little
more than two years ago, Price was tasked with re-
designing the network from scratch. He used Cisco’s
Application Centric Infrastructure, the vendor’s
version of software-defined networking, to rebuild
the county’s core data center network, and he is now
at work to extend the ACI fabric, using Cisco DNA
Center management software, to county offices and
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facilities that include a library and a security opera-
tions center.

When he’s not busy creating new network con-
figuration tactics, Price is outside as much as pos-
sible, balancing work and life with exercise, golf or
new adventures like deep-sea fishing. We caught
up with Price to hear more about Durham County’s
ACI project, Cisco DNA Center and his thoughts on
where the networking profession is headed.

Editor’s note: This interview was edited for
length and clarity.

How did your ACI project get started?

We were at the point where [the data center net-
work] was due for a lifecycle replacement, and I was
given the opportunity to say, ‘OK, starting from this
point forward, how do we want to redesign and carry
Durham County into the future?’


http://searchsdn.techtarget.com/news/450404374/County-government-redesigns-data-center-around-Cisco-ACI-fabric
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So I selected the Cisco software-defined ACI
product and designed and implemented it for the
Durham County data center. It’s been in produc-
tion for about a year and a half now. We’ve contin-
ued to build upon that to make the management
of the network at Durham County much more ef-
ficient, including automation and a central point of
orchestration.

What were some of the challenges you faced
migrating to the software-defined environment?
First of all, it was so new. So many people had heard
the acronym, maybe read some stories about what
software-defined networking was, but they were
having a hard time grasping how to manage a net-
work in that environment.

We’ve done things the same way for 30-some
years with the way that we manage data centers and
networks, in general. What [ACI] brought to the
table was a brand-new way of doing things. Not only
were some of the networking components vastly dif-
ferent, but the terminology was too.

One of the biggest challenges was educating my-
self and those around me not only on how we were
going to implement this, but how it was going to
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make Durham County better. We have different
teams here that are kind of siloed off. I think for the
migration, one of the biggest challenges was just
getting everybody on board.

What does it mean to be ‘application-centric’?

In the network world, we’ve just cared about, ‘OK,
can this network talk to this network? What ports
need to be open? How do we secure it?’ But as far as
having visibility into the applications running on
the network, it’s always been very limited without
additional software services. With an application-
centric model, we’re able to take a step back and not
worry so much about network requirements, but
worry about application requirements. That is a big
change from a network engineer perspective.

On top of that fabric, we’re able to group our end-
points and our servers into application needs rather
than network needs. We’ve always been very specific
on routing within the network. Now we’re able to
group services, servers and applications together in
away that makes sense where we don’t really care
about what network they’re associated with, what
[virtual LAN] they’re associated with. Then the
great thing is that we can monitor that application’s
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health from within the main console in ACI.

Cisco has been trying to build its use case for ACI
for the last year or so. What makes it work for you?
I find whenever I talk to any other engineers, any
other peers [about ACI], there still seems to be a

lot of fear. It goes back to, ‘Well, we’ve always done
things the same way. We know how to get into an
[Secure Socket Shell] session or a console session on
a switch. We know how to program them. We know
the language well. We can script things against them
to kind of automate things.” It’s very predictable and
comfortable.

This kind of blows that up. A lot of people don’t
really even start looking at ACI unless they have
alifecycle replacement. My recommendation is:
Gather the knowledge. This is the future. This is
where everything is going. This is where Cisco, in
general, and other vendors are putting all of their re-
sources into development, in this technology.

So how do you see the ACI project shaping

the network serving county offices?

Cisco’s intent-based networking all revolves around
its DNA Center. It’s taking that same type of model
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in the data center and now bringing it out to the
enterprise. The Cisco DNA Center is going to be
the software-defined controller for the enterprise
network.

We have 50 sites with a bunch of switches and a
bunch of routers, and different pieces of gear out
there, wireless controllers all over the place. When
we have issues or requests, more often they’re not
in the data center. So DNA Center is going to be that
central point of automation and orchestration for
the county.

The Cisco DNA Center has hooks directly into
ACI. What I'm going to be able to do is—from a us-
er’s laptop, desktop, whatever they may be using,
once they connect into the network, they’ll have a
policy associated for them. Their user ID and the
device they’re connecting with will carry through
the enterprise and into the data center. Not only
that, but I'll be able to manage all of the network el-
ements, all the network devices from a single point
of orchestration, rather than from device to device,
site by site. The other thing that Cisco DNA Center
allows us to do is have a single point where we can
upgrade all of our devices in the network with a cou-
ple clicks.
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DNA Center gives us amore holistic view of the
enterprise network, rather than thinking of a bunch
of switches and a bunch of routers and a bunch of
sites. It offers a big advantage for an organization
like Durham County because we don’t have a huge
staff.

This whole automated process is going to make us
look like rock stars, to be honest with you.

How didyou first get into networking?

At the beginning of my junior year of high school my
guidance counselor told me he had an opportunity
for a co-op program. It actually was a job with the
state of Michigan as a computer technician. In my
junior year, I would go to school for three hours,
then I would go to the program, and I would work
the rest of the day. I would get paid, but I'd also get
graded. I kept that position through college as well.
I spent a lot of my time working with the network
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administrators and engineers, and I quickly moved
into roles of being able to assist on network configu-
ration engineering and troubleshooting.

I've heard a lot of schools, including my old
school, dropped their co-op programs. I was very
disappointed, because it was really the start of my
career having the opportunity to do something like
that.

What are you doing when you’re not

thinking about networking?

It’simportant to have outlets—as an engineer or
anyone, really, who works in any type of stressful
job, to have an outlet where you can disconnect.

I just got back from a deep-sea fishing trip with a
bunch of buddies off the Outer Banks of North Caro-
lina. We caught a bunch of tuna, so that was a lot of
fun. I enjoy anything that gets me outside and where
I canbe active.m
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