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As healthcare organizations continue to embrace health IT to deliver more efficient, high-quality care, 
technology sprawl is inevitable. The management of multiple platforms, apps and devices within an increasingly 

more mobile workforce, therefore, is critical in order to secure protected health information (PHI).
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Enterprise Mobility Management:
Protecting PHI , Enabling Data Access for Quality Care
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90% Across all healthcare professionals,
two-thirds of all healthcare

professionals are “three-screen users,”
routinely accessing tablets, smartphones

and desktops in their clinical workflow,
representing a 20% increase from 20134

5.7M in 2014
16M in 2015

130M in 2018

Nearly 90% of
survey respondents
reported that they

use at least one
type of mobile device 

to engage patients 
at their organizations5 

individuals across 41 healthcare providers were impacted
when breaches due to loss/theft left their protected health
information unsecured.6 (*up till 12/7/15)

In 2015*,

Data breaches cost
the healthcare industry

$6Billion
in 2014,

of all these attacks
was a result of weak

credentials or
compromised identities9

75% said their mobile
technology environment
was highly mature10

Only

Healthcare data breaches grew from about 2.7 million
in 2012, to 6.9 million in 2013, to 12.5 million in 2014, 
to more than 94 million through the first half of 20157  
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of survey respondents
cited inadequate
privacy and security
as a barrier to using
mobile technology11

POLICY

Percent of survey
respondents
who said their
organization’s 
mobile technology
policy covers:

85%
means of
securing
devices

73%
use of personal
devices for
clinical/work
use (BYOD)

ability to access
protected data
from remote
locations12

72%
While 51% of survey respondents
have implemented mobile device
management, only 9% have 
implemented mobile application 
management13

51%

9%

Barriers to
mitigating

cybersecurity
events:

The model enterprise mobility management solution (EMM) helps to ensure the balance
between securing PHI and allowing healthcare workers to deliver care in a timely manner. 
With EMM, healthcare organizations can manage their workers’ identities and access to PHI
across virtually all mobile devices and apps through a single identity platform. The ideal
EMM employs behavior-based analytics, which leverages machine learning, to detect
cyberattacks before PHI is compromised.

To learn more about what EMM can do for your healthcare organization and to work to
protect your most precious asset – your PHI – click here.

or more than $2 million per organization8  

47%
of survey respondents
indicated that mobile-

services implementation
for information access

is a high priority at
their organization10 

32% too many endpoints

25% too many applications

16% network infrastructure
           too complex to secure

15% too many users (for
           timely/effective
           provisioning/
           de-provisioning 
           of accounts)14

Patient visits via videoconferencing
alone, will triple, from 5.7 million

in 2014 to more than 16 million
in 2015, and more than

130 million in 20183
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